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(1) Management: Organization concept, Structure, objectives & principles, Communication

System, Organization change & development, Organization cultural, Organization
governance, Management concept, Principles, Types & Functions, Key management
process, Current issues of management, Management Information System and its
comportance, Time Management, Crisis Management, Conflict Management, Change
Management, Knowledge Management, Record Management, Stress Management

(2) Human Resource Management: Concept, function and importance of HRM, HR

Planning, Recruitment & selection, Tralnlng & development, Job description, Job
specification & Job analysis, Mot|v¢
Career Planning, Employee ethics, |
Retirement & Soci

fon; ‘Réward& Punishment, Performance appraisal,
uman Re}source Information System, Moral values,

jzation, Industrlaﬂ Relatlon & Collective Bargening
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(3) Economics: Characterstics of Nepalese economy, GDP, National Income, Percapita
Income, Interest Rate, Inflation, Investment, Saving, Government Securities, Balance of
Payment, Money market, Capital market.

(4) Strategic & Risk Management: Strategic planning framework, Strategy formulation
process and methods, SWOT analysis, Risk Management Concept, Identification,
Types, Measurement, Cyber securities, IT risk management techniques and
strategies,Contingency planning and management.

(5) Project Management: Concept, Project identification, formulation, appraisal,
implementation, monitoring,evaluation and control.

(6) Fiscal & Monetary policy: Concept, feature, objectives and instruments of monetary
policy& fiscal policy.

(7) Information Technology: Computer System (Input Device, Output Device), Operating
System, Application software, MS office system, Internet, Intranet, Extranet and e-mail
system, Database management system, Hardware, Networking, Backup, Related
threats. Need of core banking system (CBS) in banking business, Importance & related
risks of CBS in banking institution.
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(1) Computer organization and architecture
a. Basic computer Instruction (Memory reference, Resister reference)
b. The instruction set, the number of bits used to represent various data types, /O
mechanisms, memory addressing techniques

¢. Structure and Function (Data processing, data storage, data movement, control)
d. Designing and performance (pipelining, onboard L1 & L2 cache, branch prediction,)
e. Computer components
f. RISC/CISC architecture
g. Parallel processing -SISD/MISD/SIMD/MIMD
h. Clusters: Configuration, benefits
i. Von Neumann/Harvard Architecture
j. Simplified Instructional Computer (SIC)
k. Input/ Output organization: I/O module function, I/O mapping
(2) Design and analysis of algorithm PP
a. Properties of functions: Monotonicity, amd basic pro erties of Boolean functions.
b. Clustering. t : 2}
c. Minimum Spanning Tree. \ &/
d. Proximity of Distributio NI
e. Streaming algorithms.
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(3) Artificial Intelligence
a. Agents in Artificial Intelligence
b. Difference between Al (Artificial Intelligence), Bl (Business Intelligence) & Machine
learning.
c. Search and optimization, Neural Networks, Languages, Probabilistic methods for
uncertain reasoning

(4) Digital Design: Digital and Analog Systems. Number Systems, Logic Elements,
Combinational Logic Circuits, Sequential Logic, Arithmetic Circuits, MSI Logic Circuits,
Registers and Counters, IC logic families

(5) Software Engineering Principles:Software Architecture, Data Design, Software design:
Design for reuse, design for change, design notations, design evaluation and validation,
Software Architecture, Context diagram and DFD, Object Modeling: Object-Oriented Concept,
Object Structure, Object Feature, Class and Object, Use Case Diagram, State Diagram, Event
Flow Diagram, Software quality attributes, Software process model, Process iteration, Data
and object models, Multiprocessor architecture, System design: Real-time operating systems,
Monitoring and control systems, Planning verification and validation, System testing:
Component testing, Test case design, Test automation, Software Risk, Risk identification,
Software productivity, Quality management: quality assurance, Statistical software quality
assurance, Software reliability, Capability Maturity Model Integration (CMMI).
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(1) Information security
a. Goals of Information Security

b. Challenges and Constraints, Cyber Threats: - Cyber Warfare-Cyber Crime-Cyber Terrorism-
Cyber Espionage

c. Cyber Security Vulnerabilities and Cyber Security Safeguards: , vulnerabilities in
software, System administration, Complex Network Architectures, Open Access to
Organizational Data, Weak Authentication, Unprotected Broadband communications,
Poor Cyber Security Awareness. Cyber Security Safeguards- Overview, Access
control, Audit,Authentication, Biometrics, Cryptography, Deception, Denial of Service
Filters, Ethical Hacking, Firewalls, Intrusion Detection Systems, Response, Scanning,
Security policy, Threat Management.

d. Securing Web Application, Services and Servers:Basic security for HTTP Applications
and Services, Basic Security for SOAP Services, ldentity Management and Web
Services, Authorization Patterns

(2) Database systems and Implementation

Concepts: Common Data types, concept of Tables, Fields, Records, Relationships and Indexing
Data Abstraction and Data Independence, Scherﬁ‘a/"énd"lnstances Concepts of DDL, DML and
DCL, Data Models: Logical, Physical and Conceptual E- R Model, Entities and Entities sets,
Relationship and Relationship sets. Strong and Weak Ent)lty Sets, Attributes and Keys, E-R
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Diagram, Relational Languages: SQL Queries and Sub-Queries, Set Operations, Relations
(Joined, Derived), Queries under DDL and DML Commands, Database Constraints and
Normalization: Assertions and Triggering, Functional Dependencies (Chase Algorithm), Multi-
valued and Joined Dependencies, Different Normal Forms (1st, 2nd, 3rd, BCNF, DKNF), Query
Processing and Optimization: Creating, modifying and deleting Query/forms/reports , Crash
Recovery: Failure Classification, Recovery and Atomicity, Log-based Recovery, Advanced
Recovery Techniques, Advanced database Concepts: Concept of Object-Oriented and
Distributed Database Model, Properties of Parallel and Distributed Databases, Concept of Data
warehouse Database

(3) Networking and Open Standards

Computer Networking: Network Protocols (TCP/IP and OSI), Evolution of Networking:
ARPANET, WWW, Internet; Network Topologies; Types of Network: PAN, LAN, WAN, MAN ;
Wired Technologies: Twisted pair cable, coaxial cable, optical fiber ;Wireless Technologies:
Bluetooth, infrared, radio link, microwave link, radio link and satellite link : Network devices:
MODEM, Hub, switch, repeater, gateway — and their functions; Identifying computers and users
over a network: Basic concept of domain name, MAC (Media Access Control) and IP Address,
domain name resolution;

(4) Electronics Commerce: History of Electronic Commerce, Advantages and Disadvantage of E-

commerce, Roadmap of e-commerce in Nepal, Managing the e-Enterprise, E-business
Enterprise, Organization of Business in an e-Enterprise, E-business Models Based on the
Relationship of Transaction Parties, e-commerce Sales Life Cycle (ESLC) Model, An Overview of
Risks Associated with Internet Transactions, Internet Associated Risks, Intranet Associated Risks,
risks associated with Business Transaction Data, Electronic Payment Systems, Electronic Cash,
Smart Cards and Electronic Payment Systems, Credit Card Based Electronic Payment Systems,
Risks and Electronic Payment Systems

(5)Data Warehousing and mining: OLTP Systems; Characteristics of Data Warehouse,

Data Warehouse Types, Data Warehouse development Life Cycle, Kimball Lifecycle
Diagram, Data warehouse architectures, E-R Modeling: Dimensional Modeling: Data
Warehouse Schemas; Granularity, Star Schema Keys: Snowflake Schema: Fact
Constellation Schema:Characteristics of OLAP, Process and advantageous of OLAP,
Multidimensional Data: OLAP Architectures; MOLAP, ROLAP, HOLA: Hypercube & Multi
cubes

(6) Banking and Relevant Laws

a. ICT Policy, 2072
b. Nepal Rastra Bank-IT Policy and Guidelines 2012.
c. Cyber Security Standards

d. Digital Marketing




